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Cyberphysical Systems

CPSs integrate computation, control, and communication 

into physical objects and infrastructure, connecting them 

to the Internet and to each other.

Examples include:

Background and Motivation 
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Complexity in CPS Operating Environments

CPSs are characterized by complexity in operating environments due to:

▪ Complex Control Systems

▪ Data Availability and Reliance of Data-in-the-loop Methods

▪ Safety-Critical Operating Environments
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Complexity in CPS Control Problems

CPS control problems get complexity from:

▪ Parameter Variation/Unknown models

– E.g., decision models for passengers in multi-modal 

transportation networks

▪ Multi-agent interactions

– E.g., smart grid distributed control problems

▪ Unknown/unseen operational scenarios

– E.g., AAM operating environments with unknown, 

noncooperative UAVs

▪ Unstructured Control Problems

– E.g., simultaneous localization & mapping for 

autonomous driving
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Data Availability for Complex Systems

• Reliance on communication

• Data, in general, is cheaper to obtain and 

in abundance

• Data-driven methods for controls 

overtaking model-based control 

strategies

• General relationship between the fields 

of control science and neural networks, 

according to Hunt et al, 1992 (right)

o Over time, some ‘blank boxes’ have been 

populated, e.g., self learning  fuzzy-

reinforcement learning-based control [2]

Two-way communication in a smart grid
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Safety-Critical Operational Requirements

• Despite the prevalence of data-driven methods and complex dynamical interactions, 

such systems are often required to operate in safety-critical scenarios

• E.g., increasing levels of autonomy in UAM and autonomous driving technologies
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• As a result of increasing levels of 

autonomy granted to the CPS control, 

safety is one of the biggest cross-cutting 

barriers in emerging control problems, 

especially in mobility and air 

transportation

• Set properties for such applications

(e.g., reachability and viability) are usually 

used as a metric for characterizing 

safe/unsafe operational regions of the 

state space

• Real-time applications of data-driven 

control methods requires real-time 

computation of safety properties
Reachable set for a set of trajectories under certain control inputs [4]
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Existing Reachable Set Computation Methods

Hamilton 

Jacobi PDE

Polytopic 

Approx.

Polytopic 

(Numerical 

Integration)

Zonotope 

Propagation

Verification 

methods 

for NNs

Computation cost High Low Low Low High

Real-time applicability Low High High High Low

Extendable to data-

based plant models
No No No No Yes

Handle inputs Yes Yes Yes No Yes

Requires exact/high 

fidelity model
Yes Yes Yes Yes Yes

Handle Nonlinearities Yes No Yes No Yes

we want a reachable set computation method with…

real-time applicability low computational 

complexity

Usable with data-

based methods/NNs

…given system’s trajectory data

Works with unknown

System model

Research Gaps
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Data-Driven Security Methods: Existing Cyberattacks

By 
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• Complex, networked control systems are subject to combined attacks of different types, 

e.g. probing + Byzantine + False data Injection

• More ‘patient’ attackers can exploit further vulnerabilities by probing for more data

• Side channel attackers can help attackers collect more data on the system’s internal state

How can the attacker utilize collected data for worse/combined attacks?

Conversely, can the defender utilize the data being probed for?
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Primary Objective: to study data-driven approaches to 
safety, and data-driven vulnerabilities against cyberattacks, 
of complex control systems

▪ Safety: Given enough data, can we comment upon system safety?

o Model-based approaches can no longer be used → use data-driven models

o Can we approximate reachable sets for ‘discovered models’ to determine 

safety?

▪ Security: Given enough data, in what ways can an attacker violate system 

security?

o If a ‘patient attacker’ can probe/side channel for system data, in what 

ways can system security be compromised?

o What are some possible defense mechanisms against ‘patient 

cyberattacks’?
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Motivation
▪ For dynamical systems with dedicated computational resources, a centralized reachability problem 

is limited only by the accuracy of the dynamical model

▪ Multi-Agent systems (MAS) are cheaper components in a bigger network of agents, internet-of-

things network, or a system-of systems

▪ MASs have limited computational capabilities

– This is the most severe bottleneck in computing properties of an MAS in a distributed manner

▪ The sensed and communicated information from the neighborhood of an agent affects its own 
reachable sets in non-trivial ways

Distributed Reachable Set Computation for Multi-Agent 
Systems

14



Consider a network of agents whose states are coupled by a state feedback control law

where the agents are connected according to some graph 𝒢 = 𝒱, ℰ , 
with a graph adjacency 𝒜, an initial state set 𝒳0,𝑖  for each agent 𝑖,
and unknown, exogenous control set 𝑤𝑖 ∈ 𝒲𝑖

• …but why such a control structure? 

• Because it models many realistic NCS problems:

15

[1]
[3]



16

• Distributed reachability problem is to compute 𝓡𝒊(𝝉; 𝓧𝟎,𝒊, 𝓦𝒊) 

where the 𝒊𝒕𝒉 agent knows only 𝑨𝒊, 𝑩𝒊, 𝑩𝟏,𝒊, 𝓝𝒊

• We can define the stacked state LTI system using 𝜉 𝑡 = 𝑥1 𝑡 𝑇 , … , 𝑥𝑁 𝑡 𝑇 𝑇 , 𝔸(𝑡) = diag 𝐴𝑖 + 𝐵𝑖𝐾𝑖 + 𝒜 ⊗

𝐵𝑖𝐾𝑖  and 𝔹 𝑡 = diag 𝐵1,𝑖 , 𝑊 𝑡 = 𝑤1 𝑡 𝑇 , … , 𝑤𝑁 𝑡 𝑇 𝑇  as:

ሶ𝜉 𝑡 = 𝔸 𝑡 𝜉 𝑡 + 𝔹 𝑡 𝑊(𝑡)

• We can form an equivalent problem to compute: 



• WLOG, we assume  𝒲 is a polytope, and Ξ0 is finite, thus can be bounded 
by a polytope (let it be an 𝑛ℎ-faced polytope)

• Let (𝑐0𝑗, 𝛾0𝑗
∗ ) be the 𝑗𝑡ℎ hyperplane supporting Ξ0 at contact point 𝜉0𝑗

∗

• Consider the evolutions of only the supporting points 𝜉𝑗
∗(𝑡) s.t.

17



The propagation of supporting hyperplane contact points gives reachable set 

polytopes by solving an optimal control problem [10,11]

for costate vector ሶ𝜆𝑗
∗ = −𝔸𝑇𝜆𝑗

∗  s.t. ሶ𝜆𝑗
∗ 0 = 𝑐0𝑗 and associated state transition Φ−𝔸𝑇

Polytopic reachability is then comprised of steps [due to Theorem 4.3.1]:

(S1)-(S3) must be carried out in a distributed way s.t. agent 𝒊 

knows only 𝑨𝒊, 𝑩𝒊, 𝑩𝟏,𝒊, 𝓝𝒊
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That is, for costate 𝜆𝑗,𝑖  associated with the 𝑖𝑡ℎ  agent, for the 𝑗𝑡ℎ  hyperplane,

• Consider Laplace transform of the costate differential equation

• For time invariant, undirected graph 𝔸 𝑡 = 𝔸 = 𝔸𝑇

• → linear equation where each agent is aware of row partitions of 𝔸, say, 𝔸𝑖

• Use distributed linear equation solver for (S1) and (S3)[13]

• [Distributed Linear Equation] 𝜆𝑗,𝑖(𝜏) can be solved for using linear updates on መ𝜆𝑗,𝑘(𝜏) s.t. 𝑘 ∈ 𝒩𝑖, 

where the 𝑡𝑡ℎ  update is መ𝜆𝑗,𝑖 ← σ𝑘∈𝒩𝑖
𝛼𝑘

መ𝜆𝑗,𝑘(𝜏) as 𝑡 → ∞ [13] 

• 𝛼𝑘 for each agent are computed using repeated projection of local solution ො𝑥𝑖  onto the kernel of 𝔸𝑖
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• ∴ propagating costate → solving 𝐴𝑥 = 𝑏 distributed across 𝒢 as follows:

For solving optimal control in (S2)…

• Let (𝛽1, … , 𝛽𝑘) be the vertices of the polytope bounding 𝒲, due to Pontryagin, 
(S3) optimal control problem is a discrete problem 𝑊𝑗

∗ 𝜏  solves maximum of

• For strongly connected 𝒢, in each round of communication, (S3) can be solved 
by simply cycling through the vertex sets what bound 𝒲

𝓡𝒊(𝝉; 𝓧𝟎,𝒊, 𝓦𝒊) can be computed in a distributed way, without knowing 

neighboring agents’ dynamics for time-invariant, undirected 𝒢

20



Extending Distributed Reachable Set Computation: time varying graphs 𝔸 → 𝔸(𝑡)

21

Let 𝒢 be the time-varying, undirected graph, given by 𝒢(𝑡) = ℰ 𝑡 , 𝒱 𝑡

• → the graph adjacency varies as 𝒜(𝑡) ⇒ we get a linear time-varying system 

𝔸 𝑡 , 𝔹

• Since 𝒢(𝑡) is undirected, 𝒜 = 𝒜𝑇  at all times ⇒ 𝔸 𝑡 = 𝔸 𝑡 𝑇

• To propagate the costate and state, we require to calculate Φ𝔸 𝜏; 0  

(instead of computing costate propagation as Φ𝔸𝑇
)

• ∴ Above can be carried out in a distributed manner for 𝓖(𝒕) repeatedly jointly 

strongly connected at all times (due to Theorem 4.3.2, which follows from Theorem 1 

due to Mou et. al. in [13])

Graph composition is strongly connected over time



Example:

• 3 agent network + double integrator dynamics 

• Reachable sets computed in a distributed manner are utilized to predict a 
safety over a horizon of 0.5𝑠.
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Motivation

▪ Neural Networks (NNs) are applied in the 

entire controls process, e.g.

– system identification, 

– output tracking, 

– control synthesis, 

– state estimation, and

– devising supervisory control logic

▪ Despite this, computing reachable sets for 

learned models, either requires intricate 

knowledge of connectivity of individual units 

in a NN, or require solving expensive mixed-

integer problems

▪ Model-based methods can not be used 

directly on learned models due to NN models 

having obscured nonlinearities
NNs used as (top) a controller, (middle) model 

reference control, (bottom) optimal control

Data-Driven Reachable set Computation for Neural 
Network Models
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Problem

• Suppose the trajectory data is available for an unmanned aerial vehicle (UAV) with NN-in-
the-loop component, and 

• The ability to generate trajectories from the current state (model reference), then

• How do we approximate the reachable sets of the original UAV model in real-time?

25



Concept

A NN is employed to estimate some unknown dynamics 𝑓 from time series data trajectories as

For initial set 𝒳0 and admissible control set Ω, can we compute:

• Note that NNs are universal approximators for smooth functions over compact sets, so 

given enough training data ሚ𝑓 ≈ 𝑓

• Key idea is to excite NN at time step 𝑘 with some 𝑢𝑘 ∈ Ω, and note data snapshots

• Snapshots can be propagated as

26
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…but why use DMD to obtain linear approximations to the dynamics? (as opposed to, 

say, Taylor linearization)

• Because DMD finds best linear approximations given trajectory data, and not pointwise linear fits

• It can be thought of as a finite dimensional approximation of an exact, infinite dimensional, linear 

lifting, Koopman operator, that maps Ξ𝑘  to Ξ𝑘+1

• Most importantly, it works accurately for many highly nonlinear dynamical models:

27
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Solve for 𝐴𝑘 , 𝐵𝑘  using DMD as:

28



From built locally linear model (𝐴𝑘 , 𝐵𝑘), we can utilize the same polytopic reachable 
set computation methods from previous section, that is:

• Let hyperplane 𝐻𝑖  support the reachable set ℛ
ሚ𝑓 at some time 𝑡

• Admissible control and initial sets are also supported by hyperplanes as: 

• Let 𝑥𝑖
∗ be the supporting point of the set at 𝐻𝑖, then polytopic reachable set looks at 

the propagation of points 𝑥𝑖
∗ only; Planes 𝐻𝑖(𝑡, 𝑥𝑖

∗) support ℛ
ሚ𝑓 at time 𝑡 at point 𝑥𝑖

∗

• The polytopes provide both under, and over approximation of ℛ
ሚ𝑓 at all time 𝑡 as:

[10, 11]

• Solve for optimal control 𝑢𝑖
∗(𝑡) that pushes the point 𝑥𝑖

∗(𝑡) furthest from away from 
𝐻𝑖 → approximations to 

29



The overall method can be summarized as:

We will consider a realistic example of a fully nonlinear, 12 DOF quadrotor model where:

a) Compute ℛ
ሚ𝑓 for NN model

b) Compute ℛ
ሚ𝑓 for parameter variation

30



• 12 DOF Quadrotor dynamics [12] :

• Initial set is simply a hypercube of side 0.5 centered at the origin

• Admissible control set:

• Nonlinear dynamics are learned with a causal-NN with 3 layers is trained over a RMSE loss 

function with 100 trajectories, over 2000 epochs

• Total training time on an Intel Xeon CPU running at 2.20 GHz, with 13GB memory and 

56MB cache size was approximately 80 seconds

• Trained NN is excited with a randomly chosen admissible RPM input to each quadrotor
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NN and DMD estimation accuracies

(red-black) Inner approximation of Reachable 
sets in 𝑦, 𝑧 and 𝑥, 𝑧 directions, (green) admissible 
control set
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Reachable set under Rotor Failure: 
Failure at Rotor 2 & 3

NN and DMD estimation accuracies under rotor failure

(left) 3D State trajectories in 𝑥, 𝑦, 𝑧 (right) 3D Attitude trajectories
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Reachable set under Rotor Failure: Failure 
at Rotor 2 & 3 • Proposed method still estimates 

reachable sets under rotor failure

• No MILP solutions required

• Utilizes only data to construct 
(𝐴𝑘 , 𝐵𝑘) equivalent to the NN

• Additional computational cost is 
only 𝒪 exp ⋅  to propagate the 
state

• This can be done efficiently 
using linear algebra libraries

• Additional computation time was 

< 1 seconds to compute ℛ
ሚ𝑓  at 

sampling rate Δ𝑡 = 0.1s

• Scales well with high dimensional 
(12DOF) dynamics

• Able to address nonlinear 
dynamics, including parameter 
uncertainties
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Scope 

▪ Smart attackers can eavesdrop to observe/measure NCS data → construct auxiliary NCS models + 

identify underlying communication graphs → perform realistic hybrid attacks (mixture of two different 

cyberattacks)

Motivation 

▪ Network control systems allow control engineers to solve complex tasks, design sophisticated control schemes, 

and model cooperation of spatially separate entities, via data sharing across communication networks

• → NCSs find applications in distributed control, power grids, multi-robot cooperation, etc.

▪ Increased reliance on communication → NCSs often communicate over insecure channels + susceptible to 

cybersecurity threats. 

• E.g., StuxNet, Capturing of RQ-170 recon a/c, cyber threats to autonomous driving

Data-driven cyberattack synthesis methodology to perform combinations of gray box attacks 

against NCSs to cause safety violations, with incomplete system knowledge

Data-Driven Cyberattack against Network Control 
Systems
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▪ Consider an NCS (e.g., LTI unmanned aerial vehicles) with coupled state feedback control laws as:

• where the attacker is observing states 𝒙(𝑡) at some time instant (by eavesdropping, or state 

estimation)

▪ The false data injection attack can be written as the attack synthesis problem below:

• where 𝜌 is the attacker’s budget, and the attacker is unaware of 𝐴𝑖 𝑡 , 𝐵𝑖 𝑡 , 𝐾𝑖𝑗 𝑗∈𝒩𝑖(𝑡) 𝑖∈𝒱
, but 

can collect the discrete-time trajectory data 𝑥1 𝑡 , ⋯ , 𝑥𝑁 𝑡 𝑡=𝑡0

𝑡=𝑡1  over time interval [𝑡0, 𝑡1]

37
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▪ If the trajectory data could be used to construct approximate models using DMD, the injection 

vehicles can be chosen according to pairs 𝑖 − 𝑗 for which the reach sets ℛ(𝑡1; 𝑡0) are the closest:

• That is, 

38



Let us look at the effect of such an FDI attack on an NCS with 5 quadrotors performing formation control
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Attacker injects FDI by 
solving (P1) 

Problem P1 to perform FDI of strength 𝜌

▪ Find vulnerable agent pair that can be deviated maximally:

▪ The FDI results in:
– UAVs no longer stick to the reference trajectory (→FDI has 

introduced a bias in reference tracking), but

– ‘W’-shaped formation still being preserved

40



Attacker injects DoS, then FDI by solving (P2) 
▪ P2: A smarter attacker can accompany the FDI of same budget with a 

preceding DoS attack (unsophisticated to carry out)

– DMD-based  approximation of the NCS already computed by eavesdropping + 
snapshot data

– Underlying graph (Laplacian) ℒ𝐺  can be approximated by finding the matrix መℒ that 
comes closest to the Laplacian

– Resulting matrix finding problem is:

– But note the Laplacian has properties: 𝐿 ≽ 0, 𝐿𝟏 = 0

– Problem above can then be written as a ‘quasi’ SDP*:

41

Compute 𝝀𝟐
መℒ → vulnerable edge to DoS → FDI attack

*proper SDP is obtained if 𝑇 is fixed; this is a ‘feasibility’ SDP where 𝑆, 𝑇 are free variables;

Quasi-SDP is solved by iterative SDP with random initial conditions

𝝀𝟐
መℒ → solves sparsest cut 

problem for 𝓖 → DoS-ing 
edge corresponding to 𝝀𝟐 
have maximal impact on 
graph connectivity



Smart attack: FDI + DoS attack using trajectory data

Attacker can worsen performance very easily by preceding the FDI with a DoS attack →

▪ Not only is the reference trajectory following worsened, but UAV corresponding to 𝜆2(⋅
) is unable to conform to the formation

42



Contributions
➢ While numerical methods exist to compute reach sets, Chapter 2 accomplishes the same with an 

advantage of real-time applicability, while handling unknown system dynamics, 

• …at the expense of rapid, but loose over-approximations

➢ Chapter 3 allows for computing approximate reachable sets for NNs in real-time is very much an 

open problem, and the results can be far reaching as NNs are used in all parts of control design

• …however, accuracy relies on the accuracy of the trained NN → asymptotic accuracy with # data points

➢ And offers a systematic way to compute bounds on NN outputs in real-time, while respecting 

dynamical data → model + data-driven approximate reachability

➢ Chapter 3 was extended in Chapter 4 to apply to network control systems, thereby overcoming 

curse of dimensionality of the order 𝒪 exp 𝑛×𝑁

• …at the expense of a distributed optimization step, and convergence holding for specific graph structures

➢ Chapters 5 & 6 present realistic, grey box cyberattack vulnerabilities of NCSs and supervisory 

control systems, where attackers can cause more harm to CPSs by employing multiple easily to 

conduct, inexpensive attacks in conjunction

• …at the expense of being data-hungry methods

Conclusion
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Recommendations for Future Work

▪ Computation of flight envelopes/operating capabilities of UAVs in real-time

– Methods in Chapters 2 & 3 can be effectively utilized

▪ Convergence of the methods in Chapters 3 and 5 can be discussed over stochastic graphs

– Techniques from stochastic distributed optimization can be utilized

▪ Certification of approximation levels for over/under-approximations in Chapters 2 and 3

– Works by Kurzhansky et. al. can be utilized to certify approximation levels of reachable sets [16]

▪ Extensions of methods in Chapters 2 through 4 for discrete-event systems

▪ Hybrid attacks in Chapters 5 and 6 only considered FDI and DoS attacks; smarter attackers can perform 

stealthy attacks of other kinds, e.g., man-in-the-middle attacks

▪ Mixed monotone schemes from Chapter 2 can be extended to hybrid dynamical systems

– A two-level system identification can be performed to identify polynomial dynamics over guard conditions that also lie 

on polynomial manifolds → mode-matched mixed monotone reachable set over-approximation
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▪ Hybrid controllers can bypass the vulnerabilities of linear systems by switching among usable 

controllers when subjected to cyberattacks [1, 2]

▪ Discrete logic-based vulnerabilities can be exploited, even by ‘gray box’ cyberattackers

Scope

▪ Supervisory control finds applications in human-machine interactions, networked control systems, 

automatic logic, hybrid systems, etc.

▪ Addresses discrete logic + continuous dynamical models

• Discrete + continuous interplay ⇒ supervisory controllers have vulnerabilities that can be exploited by cyberattacks

Learning based methodology to perform gray box cyberattacks on supervisory controllers 

where the attacker has incomplete system knowledge, and Learning based defense 

methodology against cyberattacks of unknown synthesis mechanisms

Motivation

Data-Driven Cyberattack against Supervisory Control 
Systems
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• Consider a cyberphysical system (CPS) subject to supervisory 

control with discrete logic

• The supervisor logic is given by a finite automaton to                  

model rules for the supervisory controller as 

• E.g., a supervisor that switches control input among a bank of 

pure state-feedback controllers, where each controller operates 

in a partition of the state space, is given as

• Controller discrete states 𝜎𝑘 allowed to transition through guard 

conditions 𝒢𝑖𝑗 , determining the boundary between 𝜎𝑘 = 𝑖 and 𝜎𝑘 =

𝑗

• The transition map can be visualized as the boundary of partition 

of the state space where controller 𝑖 is operable
Attacker gathering data samplesPerforming injection attacks
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Attack Problem 

• The attacker has partial knowledge about the CPS

• ∴ attacker first needs to develop a model of discrete state transitions 

• In this work, this is posed as a learning problem

• Query data is collected through observing open-loop 

supervisor behavior data

• Finding the discrete state transition is posed as a standard 

learning problem [14]:

• This gives the attacker an estimate of the supervisor’s discrete 

state mapping መ𝛿𝚯∗

• The data-driven attack problem is aimed at causing mode 

confusion in the estimate መ𝛿𝚯∗[14]
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Defense Mechanism

Defense Generative Adversarial Network (GAN)

• A Realistic defense against cyberattacks must be 

agnostic to attack generation mechanisms and related 

distributions

• A successful defense must:

• predict whether the supervisory control system has been 

compromised, and

• reconstruct the compromised signal to the supervisor

• A distribution agnostic method for this is based on 

designing a generative adversarial network (GAN) [6]

• Defense GAN is composed of a detector to predict the 

occurrence of an attack, and a reconstructor to improve 

compromised supervisor output

• Detector trained to detect probability of an undesired 

switching having occurred: 

• Reconstructor trained to generate realistic supervisor input 

by sampling from the latent space 

• GAN trained as a 2-player game loss function, between 

detector and reconstructor as:

• defense-GAN works upstream of the supervisor in the cyber 

system layer:
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Example: N-robots in a network

• Consider a network of 𝑁 nonholonomic robots 
following Dubin’s equations:

• Linearization for 𝑖𝑡ℎ  robot wrt state                     
and control input  

• Supervisory controller intends to flock the robots; 

switches among a bank of gains: 

• Supervisor consists of 4 discrete states [15]: 

• Each robot queries for its active controller by communicating relative distance 𝑙𝑖𝑗 

with the supervisor
• Supervisor returns the relevant controller to be used by the given robot:
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The attacker intends to inject 𝒂𝒌 to robot 3's 
state. To do so, the attacker makes open-loop 
queries with the supervisor. The attacker 
makes 500 queries to infer discrete state 
transition map ෡𝜹 

true guard conditions that partition state space 

𝒳 for the 4 operational controllers, v/s partition 

obtained by transition map ෡𝜹 obtained with a 

neural network; 

The detector and reconstructor are both neural 
networks, trained against each other over 
10,000 epochs
• The detector has a single output unit to 

estimate attack probability 
• Reconstructor generates input samples
• Detector tries to classify samples into  

Intermediate results produced by the reconstructor, 

visualized in the feature space; 
tighter clustering in feature space implies reconstructor 
getting better as it learns against the detector

56



(left) unattacked trajectories 
for the three robots 

(right) robot-3’s discrete 
state attacked as shown in 
the figure below

discrete state for 

unattacked trajectory 
of robot-3 v/s attacked 
trajectories and using 

defense-GAN

Defense-GAN able to detect 97.6% of attack occurrences over a run of 10,000 trajectories
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Motivation

▪ HJ-type reachability cannot be performed real-time

▪ Polytopic reachable set computation can be done for a known model

▪ Zonotope, or interval reachability is faster to compute, but with a known 
model

▪ Mixed monotone reachability generalized interval reachability in a 
computationally inexpensive way

How can we compute reachable sets for unknown models from data?

Mixed Monotone Reachability for 
Data-Driven System ID
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Problem Formulation

• Consider an unknown, nonlinear dynamical system with state 𝑥 ∈ 𝒳 and 

admissible control 𝑢 ∈ 𝒰

• If the state transition map for the unknown dynamics is given by Φ𝑓(𝜏; 𝑥, 𝑢) 

that takes state 𝑥 under control 𝑢 and dynamics 𝑓, in time 𝜏

• The reachability problem associated with the dynamics above is to find

• Assume that sampled trajectory data from the dynamics is available in the form 

{𝑥𝑖 , … 𝑥𝑖+𝑁} and {𝑢𝑖 , … 𝑢𝑖+𝑁}

For some approximate the dynamics ෨𝒇 , given the data, can we compute ℛ
෨𝒇 s.t. 

ℛ𝒇 ⊆ ℛ
෨𝒇?
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• For some 𝐹(𝑢, 𝑣), mapping 𝐹 is mixed-monotone if the Jacobian increases in 𝑢, and 
decreases in 𝑣

• Dynamics 𝑓 𝑢, 𝑣  is mixed-monotone w.r.t. some decomposition function 𝑑(𝑢, 𝑣, 𝑢, 𝑣) in 
a higher dimension if:

• From [7,8], such a 𝒅 always exist if 𝒇(𝒙, 𝒖) is a polynomial 𝒅(𝒖, 𝒗, 𝒖, 𝒗) 

𝑏

𝑎

Consider a simpler problem where ሚ𝑓 is a polynomial

• Define partial order for vectors in ℝ𝑛 where 𝑎 ≤ 𝑏 if 𝑎𝑖 ≤ 𝑏𝑖  
component-wise.

• Also define an extended hyperrectangle 𝑎, 𝑏 = {𝑥: 𝑎 ≤ 𝑥 ≤
𝑏} for two vectors 𝑎 ≤ 𝑏. A bounded extended 
hyperrectangle is a hyperrectangle 𝑟 ≔ (𝑎, 𝑏) ∈ ℝ2𝑛 , 𝑟 ≔
[𝑎, 𝑏]
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Interval Reachability for Polynomials

• Let 𝑓(𝑥, 𝑢) be some polynomial dynamics and the sets 𝒳0 and 𝒰 be given by hyperrectangles 
[𝑥0, 𝑥0] and [𝑢0, 𝑢0]

• There exists some decomposition 𝑑(𝑥, 𝑢, 𝑥, 𝑢) s.t. 𝑓 is mixed-monotone w.r.t. 𝑑

• Define an artificial system with twice as many states as 
𝑥
ො𝑥

 obtained by fixing the control 𝑢 at its 

hyperrectangular bounds s.t.

ሶ𝑥
ሶො𝑥

= Θ 𝑥, ො𝑥 ≔
𝑑(𝑥, 𝑢0, ො𝑥, 𝑢0)

𝑑( ො𝑥, 𝑢0, 𝑥, 𝑢0)

• Then the following holds for the deterministic dynamics 𝚯 with a higher dimension: 𝓡𝒇 𝑻; 𝒙𝟎 ⊆

𝚽𝚯(𝑻; (𝒙𝟎, 𝒙𝟎))  [7]

• 𝑓 is polynomial ⇒ interval over-approximations of the reachable set can be found by a deterministic 

state propagation of a higher dimensional system Θ

We can bound 𝐹(𝑥, 𝑑) when 𝑥 and 𝑑 are 

confined to lie within a given rectangle, by 
evaluating the decomposition function at 
two points. [8]

The decomposition here is evaluated at 

the rectangle corners as:𝑓(𝑥, 𝑑, 𝑥, 𝑑) and 

𝑓(𝑥, 𝑑, 𝑥, 𝑑)
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Extended Dynamic Mode Decomposition

• Given the sample trajectory data, we can find polynomial approximation to unknown dynamics 𝑓 
using Koopman Operator theory [9]

• Koopman operator takes dynamics in state space to some observable space 𝑔(𝑥, 𝑢),

• the observable  can be thought to be some ‘feature’ space

• Consider 𝑔 to be polynomial observables

Data → polynomial model using EDMD → decomposition → interval over-
approximations of reachable set
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Approximating Reachable Set for high-D unknown dynamical model

Laub-Loomis model – 7D model used for enzymatic activities as

We first estimate polynomial approximations using trajectory data by EDMD 
(using polynomial observable functions) as:
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Approximate Reachable Sets

Reachable set using CORA (above), vs. proposed method 

(below)

• Proposed method is substantially 

faster than existing SOTA method

• Proposed method trades 

computational complexity for 

over-approximation of ℛ 𝑓

• Fully data-driven

• Approximations are not tight
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Polytopic Reachability: Optimal Control Problem
65

Suppose ሶ𝑥 = 𝐴𝑥 + 𝑢 where 𝑢 ∈ Ω and 𝑥 0 ∈ 𝒳0. Note the following:

• If Ω and 𝒳0 are convex, compact ⇒ ℛΦ 𝜏; 𝒳0, Ω  is also convex, compact 

• Reach set at time 𝜏 can be written as 

ℛΦ 𝜏 = 𝑒𝜏𝐴𝒳0 + න
0

𝜏

𝑒(𝜏−𝑠)𝐴 Ω 𝑑𝑠 = 𝑒𝜏A𝒳0 + lim
Δ𝑡→0

෍

0

𝑡/Δ𝑡

Δ𝑡 𝑒𝑖Δ𝑡𝐴Ω

• In the limit, ℛΦ is smooth, convex and compact

• Symbolic representation of ℛΦ is hard to obtain, but since it is compact, we can obtain a 
polytopic approximation

• Since ℛΦ is convex in ℝ𝑛, to obtain a polytopic approximation within 𝛿 of ℛΦ as:
ℛΦ ⊂ convex hull 𝑥1, … , 𝑥𝑛𝑃 + 𝔹 𝛿  and ځ𝑖{ 𝑐𝑖 , 𝑥 ≤ 𝛾𝑖} ⊂ ℛΦ + 𝔹 𝛿 ,

we need 𝑛𝑃 = 𝒪 𝛿− 1−𝑛  number of points

Maximum Principle

• If 𝑐0, 𝛾0
∗  supports 𝒳0, and a control input is applied from a convex set 𝑢 𝜏 ∈ Ω, by 

Maximum Principle, 𝛾∗ 𝜏 = 𝜆∗ 𝜏 , 𝑥∗ 𝜏  supports ℛΦ 𝜏; 𝒳0, Ω

• What control input pushes 𝑥∗ 0
furthest away from initial plane?

• 𝜆∗(𝜏) denotes the normal vector  of
the hyperplane at time t = 𝜏

𝜆∗ 0

𝜆∗ 𝜏

time 𝑡 = 𝜏

time 𝑡 = 0
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To confirm that 𝜆∗ 𝑠  supports ℛ𝛷(𝑠), observe:

•
𝑑

𝑑𝑠
𝜆∗ 𝑠 , 𝑥∗ 𝑠 = ሶ𝜆∗ 𝑠 , 𝑥 𝑠 + 𝜆∗ 𝑠 , ሶ𝑥∗ 𝑠

= − 𝜆∗ 𝑠 , 𝐴𝑥 𝑠 + 𝜆∗ 𝑠 , 𝐴𝑥 𝑠 + 𝐵𝑢 𝑠 ,
= 𝜆∗ 𝑠 , 𝐵𝑢 𝑠 ≤ 𝜆∗ 𝑠 , 𝐵𝑢∗ 𝑠 = − 𝜆∗ 𝑠 , 𝐴𝑥∗ 𝑠 + 𝜆∗ 𝑠 , 𝐴𝑥∗ 𝑠 + 𝐵𝑢∗(𝑠)  ,

=
𝑑

𝑑𝑠
𝜆∗ 𝑠 , 𝑥∗ 𝑠 =

𝑑

𝑑𝑠
𝛾∗(𝑠), which implies 𝜆∗ 𝑠 , 𝑥 𝑠 ≤ 𝜆∗ 𝑠 , 𝑥∗ 𝑠 = 𝛾∗(𝑠)

• The, the Symbolic representation of ℛΦ is approximately given by 𝜆𝑖
∗ 𝜏 , 𝑐𝑖

∗ 𝜏 , 𝛾𝑖
∗ 𝜏  at some time 

𝑡 = 𝜏, for hyperplanes 𝑖 = 1, … , 𝑛𝑃

• Where the 𝑖𝑡ℎ  hyperplane’s evolution can be given by the optimal control problem:
ሶ𝑥𝑖
∗ 𝜏 = 𝐴𝑥𝑖

∗ 𝜏 + 𝐵𝑢𝑖
∗ 𝜏 , 𝑥𝑖

∗ 0 = initial points of contact of the hyperplane
ሶ𝜆𝑖
∗ = −𝐴𝑇𝜆𝑖

∗(𝜏),𝜆𝑖
∗ 0 = 𝑐𝑖, and the control input to push the point furthest is simply given as,

𝑢𝑖
∗ 𝜏 ∈ argmax 𝜆𝑖

∗ 𝑠 , 𝐴𝑥𝑖
∗ 𝜏 + 𝐵𝑢  𝑢 ∈ Ω}

• 𝜆𝑖
∗(𝜏) has a closed form solution exp −𝜏𝐴𝑇 𝑐𝑖, and For a time-varying system, 𝜆𝑖

∗ 𝜏 = Φ𝜆 𝜏; 0 𝑐𝑖

Tightness of Approximation

• The approximation thus found provides both, upper and lower bounding polytopes, i.e., 

convex hull 𝑥1
∗ 𝜏 , … , 𝑥𝑛𝑃

∗ 𝜏 ⊂ ℛΦ 𝜏; 𝒳0, Ω ⊂ ሩ

𝑖

𝜆𝑖
∗ 𝜏 , 𝑥 𝜏 ≤ 𝛾𝑖

∗(𝜏)

• There does not exist another polytope with 𝑛𝑃 hyperplanes that can reside within the upper and 
lower polytopes above ⇒ the approximation is tight

• This generalizes nicely for a computationally inexpensive method to approximate ℛΦ for 
linear(-izable) systems



Extending Distributed Reachable Set Computation: 𝔸 → 𝔸(𝑡)
67

Let 𝒢 be the time-varying, undirected graph, given by 𝒢(𝑡) = ℰ 𝑡 , 𝒱 𝑡

• → the graph adjacency varies as 𝒜(𝑡) ⇒ we get a linear time-varying system 𝔸 𝑡 , 𝔹

• Since 𝒢(𝑡) is undirected, 𝒜 = 𝒜𝑇  at all times ⇒ 𝔸 𝑡 = 𝔸 𝑡 𝑇

• To propagate the costate and state, we require to calculate Φ𝔸 𝜏; 0  

• Let each agent be aware of a (possibly empty) partition of the basis vectors 𝑒𝑖  such that 

{𝑒𝑖} spans 𝒳

• To compute Φ 𝜏; 𝑡0 , note the following:

• Let Ƹ𝑒 𝜏  solve the differential equation ሶ𝑥 = 𝔸 𝑡 𝑥 for initial condition 𝑥 𝑡0 = 𝑒𝑖

• Accumulating Ƹ𝑒(𝜏) provides columns of the matrix Φ 𝜏; 𝑡0 = [ Ƹ𝑒1 𝑡 , … , Ƹ𝑒𝑖 𝑡 , … , Ƹ𝑒𝑛𝑥⋅𝑛𝑃
(𝑡)]

• For some time 𝑡, the state-transition map can be found using:

Φ 𝑡; 𝜏 = Φ 𝑡; 𝑡0 Φ 𝜏; 𝑡0
−1

• The above can be carried out in a distributed manner for 𝒢(𝑡) strongly connected at all times



Basic NNs
68

Neural networks are bio-inspired computational tools − for our purposes, a NN is an arbitrary function 
approximator. A caricature of a simple NN architecture can be coupled neurons as

Here the state of an individual neuron is either at rest, or firing, as input > 𝜃: 𝑆 → 1 
and input < 𝜃: 𝑆 → 0

• Let the individual signals add linearly as 𝑤1𝑆1 + ⋯ + 𝑤𝑁𝑆𝑁  for the 𝑁 neurons

• The effect of input of a neuron 𝑙 firing is 𝑆𝑙 → 1: input→input+𝑤𝑙, where 𝑤𝑙 > 0 input ↑ 

(excitation), and 𝑤𝑙 < 0 input ↓ (inhibition)

• The 𝑙𝑡ℎ  neuron updates as: 𝑆𝑙 𝑡 + 1 = 1 if σ𝑖 𝑤𝑙𝑖𝑆𝑖 𝑡 > 𝜃𝑙  (and 𝑆𝑙 𝑡 + 1 = 0 if 
σ𝑖 𝑤𝑙𝑖𝑆𝑖 𝑡 < 𝜃𝑙)

• In practice, there would be multiple layers of such neurons, where the output of the entire 

network is to learn a function approximation (say, MSE given some data points)

• Let the output of the entire network be some 𝑦 𝑥𝑖𝑛; 𝑊, Θ  for accumulated parameters Θ 
and weights 𝑊

• The network can be trained as Θ∗, 𝑊∗ = argmin σ𝑖 𝑦𝑑𝑎𝑡𝑎,𝑖 − 𝑦 𝑥𝑑𝑎𝑡𝑎,𝑖; 𝑊, Θ
2

• The actual training is done via stochastic gradient descent (SGD)

• The network is very sensitive to 𝑊, Θ initializations, and therefore, SGD is performed over 
multiple batches of data (each SGD run comprising an “epoch” of training the NN)

• The network depth (number of layers) and height (number of neurons) are design 
parameters; sometimes an activation function can also be employed (some bounded 

𝜎 𝑆 𝑡  to the linearly combined states of individual neurons)

• NNs of such architecture are: a) universal information processing systems (can perform 

any computation that can be performed by a conventional digital computer) , and b) 
universal function approximators (for specific activation functions 𝜎)

…



Basic GANs
69

• Generative Adversarial Networks (GANs) are NNs with a special architecture type.

• A single GAN is composed of two individual NNs, each trained separately against each other, in a 2-
player game → min-max loss function-based training

• The generator is a special NN that attempts to memorize given data patterns → tries to generate an 
𝑥𝐺  by learning ℙ 𝑥; 𝑊𝐺 , Θ𝐺 , given data 𝑥𝑑𝑎𝑡𝑎 ∼ ℙ(𝑥) (or an autoencoder type architecture)

• The discriminator is a special NN that is a binary classifier → given input 𝑥𝐺 , is 𝑥𝐺really sampled 
from some ℙ(𝑥) or not? (a simple binary classification NN)

• → NNG and NND are trained against each other as some: 

• For example, the famous MNIST (numerical classification dataset) might have a GAN that looks like:

• The generator would learn by 
sampling 𝑥𝑠𝑎𝑚𝑝𝑙𝑒 ∼ 𝒰 over 
random noise (sample image size)

• The discriminator will learn by 
using both data, and the input 
from generator

• Training GANs is, therefore, much 
slower than a single discriminator 
(or autoencoder)

• GAN training is performed over 
multiple epochs, until the 2-player 
game has “converged enough”
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